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I. INTRODUCTION

In Riley v. California, the Supreme Court of the United
States addressed whether the police need a warrant to search the
digital contents of a cell phone seized from a person who has been
arrested.1 In so doing, the Court interpreted the search incident
to arrest doctrine in light of the modern cell phone.2 The Court
ruled that the search of a cell phone's digital contents generally
requires officers to obtain a warrant.3 En route to its direct
holding, the Court acknowledged that digital and physical
materials are different and should be analyzed accordingly.4 This
distinction will positively impact future Fourth Amendment cases
addressing technology and privacy because it will serve as a
foundational precedent for recognizing the unique challenges
presented by digital data.

Section II of this Casenote describes the facts and sets out
the holding of the Court in Riley. Section III first lays out the
history of the search incident to arrest doctrine and then dissects
the different analyses of the doctrine used by lower courts in the
context of cell phone searches. Section IV details the Supreme
Court's unanimous opinion written by Chief Justice Roberts as
well as the opinion concurring in part and in judgment by Justice
Alito. Section V analyzes the opinion and describes the
importance of the Court's acknowledgment that physical and
digital data are separate and unique material as well as the
Court's affirmation of evidence preservation and officer safety as
the two primary goals of the search incident to arrest doctrine.

II. FACTS AND HOLDING

The Court consolidated two cases for appeal: Riley v.
California5 and United States v. Wurie.6 This analysis first

1. Riley v. California, 134 S. Ct. 2473, 2480 (2014).
2. Id. at 2484.
3. Id. at 2485.
4. Id. at 2488-89.
5. Id. at 2480.
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discusses the facts of Riley. Next, the analysis describes the facts
of Wurie. These cases provided the Court with opposite judicial
decisions.

A. RILEY V. CALIFORNIA

On August 22, 2009, a San Diego police officer stopped David
Riley for expired registration tags.7 During the stop, the officer
learned that Riley was driving with a suspended license and
asked him to exit the car.' The police then impounded Riley's
vehicle in accordance with police protocol and performed an
inventory search at the scene.9  The search revealed two
handguns hidden under the vehicle's hood and Riley was arrested
for possession of concealed and loaded firearms. 10

Having lawfully arrested Riley, the officers then searched
Riley's person and found gang paraphernalia as well as a cell
phone in his pocket.1 The cell phone was a "smart phone," so
termed for its "advanced computing capability, large storage
capacity, and Internet connectivity."' 2  The officer performed a

6. Riley v. California, 134 S. Ct. 2473, 2481 (2014).
7. People v. Riley, No. D059840, 2013 WL 475242, at *1-2 (Cal. Ct. App. Feb. 8,

2013), rev'd sub nom. Riley v. California, 134 S. Ct. 2473 (2014).
8. Id. at *2.
9. It is standard practice for police to impound and tow a vehicle when police

find the driver to have been driving without a license to ensure that the driver does
not return to the car and drive away. Id. It is also police policy to search the vehicle
at the scene before it is to be impounded. Id. This is primarily designed to prevent
later claims of missing items from the impounded vehicles. Id.

10. People v. Riley, No. D059840, 2013 WL 475242, at *2 (Cal. Ct. App. Feb. 8,
2013), rev'd sub nom. Riley v. California, 134 S. Ct. 2473 (2014). More specifically,
"Riley was charged [under California laws criminalizing the] carrying [of] concealed
firearms in a vehicle and carrying loaded firearms in a public place." Id. at *7
(internal citations omitted).

11. In his appeal to the Fourth Circuit of California, Riley argued that testimony
from the trial court suggested the phone was found in the vehicle and not on Riley's
person. However, the Fourth Circuit refused to address this appellate challenge
because "a ruling on a pretrial evidentiary motion to suppress and exclude evidence
must be reviewed on the record as it existed when the court decided the motion ......
People v. Riley, No. D059840, 2013 WL 475242, at *6 (Cal. Ct. App. Feb. 8, 2013),
rev'd sub nom. Riley v. California, 134 S. Ct. 2473 (2014).

12. Riley v. California, 134 S. Ct. 2473, 2480 (2014); see also Brief of Amicus
Curiae Electronic Privacy Information Center (EPIC) and Twenty-Four Technical
Experts and Legal Scholars In Support of Petitioner at 6 n.4, Riley v. California, 134
S. Ct. 2473 (2014) (No. 13-132), 2014 WL 975497, at *6 n.4 ("According to AT&T, a
smartphone is . . . a general term that refers to a cellular telephone that is more
advanced than a feature phone. In general, a smartphone has an operating system
that allows a user to do many of the things that were once reserved for a personal
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search of the phone, "presumably in text messages or a contacts
list," and noticed that some words were preceded by "CK." 1 The
officer believed this was shorthand for "Crip Killers," a slang
term for the Bloods gang. 14

Believing there was evidence to indicate that Riley had
significant gang affiliations, the officers called in a detective who
specializes in gangs.15 The detective searched the phone again at
the police station about two hours after the arrest. 16  The
detective was searching for evidence, noting that "gang members
will often video themselves with guns or take pictures of
themselves with guns."' 7

The detective found "a lot of stuff' on the phone, but he was
particularly interested in photographs of Riley standing in front
of a recognizable car.'" The officer suspected that the same car
had been involved in a shooting weeks before.' 9 Police used these
photographs from the phone as evidence that Riley participated
in that earlier shooting and charged him in connection with it. 20

Specifically, Riley was charged with "firing at an occupied vehicle,
assault with a semiautomatic firearm, and attempted murder.'
In addition, the State used evidence gathered from the phone
search to assert that Riley had committed the crimes as part of a
criminal street gang, an allegation that creates an aggravated
circumstance with an extended sentence.22

Prior to trial, Riley moved to suppress all evidence obtained
from the cell phone, claiming that the warrantless search was a
violation of his Fourth Amendment right to privacy, but the trial

computer such as accessing the web at higher speeds, viewing/editing documents,
downloading files, creating music playlists, or managing multiple email/messaging
accounts. Smartphones have advanced functionality, in addition to the standard
functionality offered on a feature phone, such as the ability to send and receive text
messages."). Riley's phone was a Samsung SPH-M800 "Instinct" smartphone,
designed to compete with the iPhone 3. Brief for Petitioner at 5, Riley v. California,
134 S. Ct. 2473 (2014) (No. 13-132), 2014 WL 844599, at *5.

13. Riley v. California, 134 S. Ct. 2473, 2480 (2014).

14. Id.

15. Id.

16. Riley, 134 S. Ct. at 2480.
17. Id. at 2480-81 (internal quotation omitted).

18. Id. at 2481.

19. Id.

20. Riley, 134 S. Ct. at 2481.

21. Id.

22. Id.
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court rejected the motion.23 The first trial against Riley ended in
a hung jury,2 4 but prosecutors re-tried Riley.2 5 The second trial
relied heavily on evidence gathered from the phone search,
including videos and photographs obtained from the phone.26 The
court convicted Riley on all three counts and sentenced him to
fifteen years to life in prison.27

Riley appealed, and the California Court of Appeal
affirmed, 28 relying largely on the Supreme Court of California's
decision in People v. Diaz.29 The California supreme court denied
Riley's petition for review.30 The Supreme Court of the United
States granted certiorari. 1

In his brief to the Supreme Court, Riley asserted that cell
phone searches do not fall within the search incident to arrest
exception of the Fourth Amendment because they do not further
any government interest served by the search incident to arrest
doctrine.8 2 Riley argued that the digital data stored on the phone
could not threaten officers' safety, nor would a search of the
phone protect against the destruction of evidence.33  The
Respondent, the State of California, cited the long precedential
history allowing incident searches of objects within a suspect's
control. Respondent then asserted that the information on
Riley's phone was not fundamentally different from other types of
searchable objects and requested that the Court decline to adopt

23. Riley v. California, 134 S. Ct. 2473, 2481 (2014).
24. See CAL. PENAL CODE § 1140 (West 2004). A hung jury occurs when "it

satisfactorily appears that there is no reasonable probability that the jury can agree."
Id. In such case, the jury may be discharged without reaching a verdict. Id.

25. Brief for Petitioner at 7, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 844599, at *7.

26. Id. Petitioner's brief notes that in neither the first nor the subsequent trial
could eyewitnesses identify Riley as a shooter in the incident. Id.

27. Riley v. California, 134 S. Ct. 2473, 2481 (2014).
28. People v. Riley, No. D059840, 2013 WL 475242, at *6, *10 (Cal. Ct. App. Feb.

8, 2013), rev'd sub nom. Riley v. California, 134 S. Ct. 2473 (2014).
29. See People v. Diaz, 244 P.3d 501 (Cal. 2011); see also infra text accompanying

notes 147-154 (elaborating on the California Supreme Court's decision in Diaz).
30. Riley v. California, 134 S. Ct. 2473, 2481 (2014).
31. Id.
32. Brief for Petitioner at 10, 15-16, Riley v. California, 134 S. Ct. 2473 (2014)

(No. 13-132), 2014 WL 844599, at *10, *15-16.
33. Id. at 16-24.
34. Brief for Respondent at 11-16, Riley v. California, 134 S. Ct. 2473 (2014)

(No. 13-132), 2014 WL 1348466, at* 11-16.
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a special rule for cell phones.35 The positions laid out in these
briefs set the stage for the Court to decide where cell phones fit
within the search incident to arrest doctrine.

B. UNITED STATES V. WuRIE

On September 5, 2007, a Boston police officer on routine
patrol duty observed Brima Wurie engage in what appeared to be
a drug transaction inside a car.36 After gathering further
evidence, officers arrested Wurie for distributing crack cocaine
and brought him to the police station.37 At the police station,
officers seized two cell phones from Wurie.38 At least one of the
phones, the phone at issue in this case, was a "flip phone,' 39 and
had fewer features than a smartphone. 40  After five to ten
minutes at the police station, police noticed someone repeatedly
calling this phone. 41 The phone's external screen read "my house"
every time the phone rang.42 The officers waited approximately
five minutes and then opened the phone.43

The officers noticed a picture of a woman and a baby on the
"wallpaper" screen.4 4 They pressed a button to access the "call
log," and then pressed another button to determine the number
associated with the "my house" contact.45 Using an online phone
directory, the officers then traced "my house" to an apartment
building.46

35. Brief for Respondent at 43-50, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 1348466, at *43-50.

36. United States v. Wurie, 728 F.3d 1, 1 (1st Cir. 2013), affld, Riley v. California,
134 S. Ct. 2473 (2014).

37. Id. at 1-2.
38. Id. at 2.
39. The phone was a gray Verizon LG. Id.
40. "Flip phone" refers to a cell phone that is not a smart phone. These phones

are usually capable of making and receiving calls, sending and receiving text
messages, and taking and storing a limited number of photos. See David Zax, Is it
Time to Go Back to My Flip Phone?, MIT TECH. REV. (Aug. 24, 2012),
http://www.technologyreview.com/view/429002/is-it-time-to-go-back-to-my-flip-
phone/.

41. United States v. Wurie, 728 F.3d 1, 2 (1st Cir. 2013), aff"d, Riley v. California,
134 S. Ct. 2473 (2014).

42. Id.
43. Id.
44. Id.
45. Id.
46. Wurie, 728 F.3d at 2.
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One officer took Wurie's keys, and then the officers traveled
together to the apartment building, believing that drugs may
have been hidden inside.47  Upon arriving, officers noticed
Wurie's name on the mailbox.48 From their vantage point outside
the apartment, officers noticed through the window a woman
inside the apartment who resembled the picture on Wurie's
phone.4 9 The officers entered the apartment to secure it until a
warrant could be obtained.5" After executing the warrant, the
officers found 215 grams of crack cocaine, marijuana, drug
paraphernalia, a firearm and ammunition, and cash inside the
home. 5

The State charged Wurie with distributing crack cocaine,
possession of illegal substances with intent to distribute, and
being a felon in possession of a firearm and ammunition.52 Wurie
moved to suppress the evidence found in the apartment because it
was the fruit of an unconstitutional search of his cell phone.53

The district court denied the motion, convicted Wurie on all three
counts, and sentenced him to 262 months in prison.54

The First Circuit, in a divided opinion, reversed the denial of
Wurie's motion.55 The First Circuit held that the search incident
to arrest doctrine does not authorize the search of cell phones,
primarily because such a search advances neither the goals of
officer safety or evidence preservation.5 6 The Supreme Court of
the United States granted certiorari. 7

The Petitioners in Wurie, the United States of America,
urged the Court to find cell phone searches incident to arrest
constitutional, claiming that cell phones are "materially
indistinguishable" from other searchable items.5 8 In addition,

47. United States v. Wurie, 728 F.3d 1, 2 (1st Cir. 2013), aff'd, Riley v. California,
134 S. Ct. 2473 (2014).

48. Id.

49. Id.

50. Id.
51. Id.
52. Wurie, 728 F.3d at 2.

53. Id.
54. Id.

55. Id. at 14.

56. Id. at 13.
57. Riley v. California, 134 S. Ct. 2473, 2482 (2014).

58. Brief for the United States at 26, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 828012, at *26.
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Petitioners requested the Court expand the scope of incident
searches of cell phones to allow searches when officers suspect
that evidence of the crime may be found on the phone.5 9

Meanwhile, Respondent Wurie's brief dedicated significant
attention to refuting Petitioner's proposal to expand incident
searches of cell phones, claiming that such a proposal "imposes no
constraints. 60

The Court held that officers must generally secure a warrant
before conducting a search of the digital contents of a cell phone. 61

This holding applied to both of the consolidated cases heard by
the Court. The decision was unanimous, with Justice Alito filing
a separate opinion concurring in part and in judgment.62

III. LEGAL BACKGROUND

The Fourth Amendment states:

The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and
seizures, shall not be violated, and no Warrants shall issue,
but upon probable cause, supported by Oath or affirmation,
and particularly describing the place to be searched, and the
persons or things to be seized.63

The Framers developed these protections in response to the
search and seizure practices of the British prior to the American
Revolution.64 Early Americans were specifically concerned about
the British's use of writs of assistance, which provided customs
officers the authority to search the homes of colonists based
merely on their own suspicion that the colonist harbored illegally
imported goods.65 The desire to be free of such writs and

59. Brief for the United States at 45-49, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 828012, at *45-49; see infra Part III(C) (discussing the
evidence-based rationales for incident searches, first acknowledged (though limited
to the vehicle setting) in Arizona v. Gant, 556 U.S. 332, 335 (2009)).

60. Brief for Respondent at 37, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 1348467, at *37.

61. Riley v. California, 134 S. Ct. 2473, 2485 (2014).
62. Id. at 2495 (Alito, J., concurring in part and in judgment).
63. U.S. CONST. amend. IV.

64. Chimel v. California, 395 U.S. 752, 761 (1969); see also United States v.
Wurie, 728 F.3d 1, 3 (1st Cir. 2013), affd, Riley v. California, 134 S. Ct. 2473 (2014).

65. M. Blane Michael, Reading the Fourth Amendment: Guidance from the
Mischief that Gave it Birth, 85 N.Y.U. L. REV. 905, 907-08 (2010); see also Maryland
v. King, 133 S. Ct. 1958, 1980-81 (2013) (Scalia, J., dissenting).
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establish rights of property and autonomy of the home were key
principles in establishing the Revolutionary mindset.66

Today, the starting point for Fourth Amendment analysis is
that a search conducted without a warrant is per se
unreasonable, except for only "a few specifically established and
well-delineated exceptions. 67  The search incident to arrest
doctrine is one such exception. 68  It allows an officer, while
making a lawful arrest, to search the "arrestee's person and the
area within his immediate control .. . ."' The traditional basis
for the exception is that it is reasonable for an arresting officer to
search "for weapons, instruments of escape, and evidence of a
crime" during the course of the arrest.70 Since the exception was
first identified, it has been the subject of frequent
transformation, 71 and its scope has been widely and repeatedly
contested. 72

A. DEVELOPMENT OF SEARCH INCIDENT TO ARREST EXCEPTION

The search incident to arrest exception first appeared in
Weeks v. United States in 1914. 73 There the Court stated in dicta
that it has always been "recognized under English and American
law" that the government may "search the person of the accused
when legally arrested, to discover and seize the fruits or evidence
of crime. 74 But the search incident to legal arrest did not become
law until 1927 in Marron v. United States.75 In Marron, federal
agents arrested a person suspected of managing an alcohol
manufacturing operation and seized a ledger from the distillery

66. United States v. Wurie, 728 F.3d 1, 3 (1st Cir. 2013), affd, Riley v. California,
134 S. Ct. 2473 (2014).

67. Arizona v. Gant, 556 U.S. 332, 338 (2009) (quoting Katz v. United States, 389
U.S. 347, 357 (1967)).

68. Chimel v. California, 395 U.S. 752, 755 (1969). Although the Court terms the
search incident to arrest doctrine as an exception, Riley points out that label of
"exception" may be a "misnomer." Riley v. California, 134 S. Ct. 2473, 2482 (2014);
see also 3 WAYNE R. LAFAVE, SEARCH AND SEIZURE: A TREATISE ON THE FOURTH
AMENDMENT § 5.2(b) (5th ed. 2012) ("While the myth persists that warrantless
searches are the exception, the fact is that searches incident to arrest occur with the
greatest frequency.").

69. Chimel, 395 U.S. at 763 (internal quotation omitted).
70. United States v. Edwards, 415 U.S. 800, 802-03 (1974).
71. See Chimel, 395 U.S. at 755.
72. Riley v. California, 134 S. Ct. 2473, 2482-83 (2014).
73. Weeks v. United States, 232 U.S. 383, 392 (1914).
74. Id.
75. Marron v. United States, 275 U.S. 192, 199 (1927).

2014] 1005



Loyola Law Review

after making the arrest.76 By ruling that the agents "had a right
without a warrant contemporaneously to search the place in
order to find and seize the things used to carry on the criminal
enterprise," the Court established a legal basis for the search
incident to arrest doctrine.77

Following the establishment of the search incident to arrest
doctrine as law, the development of the doctrine led to frequent
transition. In Go-Bart Importing Co. v. United States, for
example, the Court held that the doctrine did not allow officers to
search throughout an arrestee's office.7

' The Court warned that
incident searches did not justify a "general exploratory search."'7 9

However, the Court expanded the scope of the incident search
significantly in Harris v. United States by allowing a search of the
arrestee's entire house, including the inside of his desk drawer.80

The next year, the Court stated in Trupiano v. United States that
the search incident to arrest exception was always "considered to
be a strictly limited right."81 There, the Court held an incident
search of an illicit distillery after the manager's arrest to be in
violation of the Fourth Amendment.82

United States v. Rabinowitz, decided two years after
Trupiano, again shifted the analysis for the search incident to
arrest exception. 3 It did so by holding constitutional an incident
search of an arrestee's "desk, safe, and file cabinets in [his] office
for about an hour and a half.8

1
4 The Court relied on Harris in

holding that the search incident to arrest doctrine provides for
officers to search the place where they arrested the offender in
order to gather evidence.8 5 Rabinowitz led other courts to rule
that the doctrine allowed for warrantless searches of areas under
the "possession" or "control" of the person arrested. 6

76. Marron v. United States, 275 U.S. 192, 193-94 (1927).

77. Id. at 199; Chimel v. California, 395 U.S. 752, 756 (1969).

78. 282 U.S. 344, 358 (1931).

79. Id.
80. Harris v. United States, 331 U.S. 145, 153 (1947).

81. Trupiano v. United States, 334 U.S. 699, 708 (1948).

82. Id. at 705.
83. United States v. Rabinowitz, 339 U.S. 56, 65-66 (1950).

84. Id. at 59.

85. Id. at 63-64.

86. Chimel v. California, 395 U.S. 752, 760 (1969) ("[I]t was on the basis of
[Rabinowitz] that the California courts upheld the search of [Chimel's] entire house
in this case.").
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B. REORIENTATION OF THE SEARCH INCIDENT TO ARREST
DOCTRINE

The modern formulation of the search incident doctrine
stems from the Court's ruling in Chimel v. California.17 Prior to
Chimel, the Court acknowledged that the goal of incident
searches was to gather evidence.8 8 Therefore, the level of inquiry
for the Court was to determine whether the search was
reasonable.8 9 Often, as in Harris and Rabinowitz, the search
would be ruled reasonable if the officers were legitimately
searching for evidence relevant to the arrest.90

Chimel changed the analysis by creating two new and
different justifications for using the search incident to arrest
doctrine. 91  In Chimel, officers obtained a warrant to arrest
Chimel on suspicion that he burglarized a coin shop. 92 When
officers arrived at Chimel's house, his wife answered the door and
let the officers in to wait for Chimel because he was not home
yet. 93 After ten to fifteen minutes, Chimel arrived at the house. 94

Officers requested to look around the house but Chimel
objected. 95 Nevertheless, the officers searched the entire three-
bedroom house.96 In some rooms, officers instructed Chimel's
wife to open drawers.97 The search yielded coins and other
evidence that supported a conviction for burglary. 98

The Court ruled that the search was unconstitutional under
the Fourth Amendment and provided two important scenarios
whereby an incident search is reasonable. The first is "to search

87. See Riley v. California, 134 S. Ct. 2473, 2483 (2014) ("Chimel . . . laid the
groundwork for most of the existing search incident to arrest doctrine.").

88. See Thornton v. United States, 541 U.S. 615, 629 (2004) ('This more general
sort of evidence-gathering search is not without antecedent.").

89. See, e.g., United States v. Rabinowitz, 339 U.S. 56, 66 (1950) ("The relevant
test is not whether it is reasonable to procure a search warrant, but whether the
search was reasonable.").

90. Harris v. United States, 331 U.S. 145, 153 (1947); Rabinowitz, 339 U.S. at 64
("Assuming that the officers had time to procure a search warrant, were they bound
to do so? We think not, because the search was otherwise reasonable ... .

91. Chimel v. California, 395 U.S. 752, 763 (1969).

92. Id. at 753.

93. Id.

94. Id.

95. Id.

96. Chimel, 395 U.S. at 754.

97. Id.

98. Id.

2014] 1007



Loyola Law Review

the person arrested in order to remove any weapons that the
latter might seek to use in order to resist arrest or effect his
escape," otherwise referred to as officer safety.99 The second
justification is present when an officer must "search for and seize
any evidence on the arrestee's person in order to prevent its
concealment or destruction." 1 00

Chimel also established the physical bounds of an incident
search. The Court stated that it is reasonable for an officer to
search the area "within [the arrestee's] immediate control-
construing that phrase to mean the area from within which he
might gain possession of a weapon or destructible evidence."'01

By establishing this outer physical boundary, Chimel rejected the
notion that an incident search could justify a search of any place
beyond which the arrestee could physically reach at the time of
his arrest, certainly excluding from the search rooms he was not
in at the time of arrest. 102

Chimel created a bright-line rule for officers to follow in the
field, while simultaneously removing the necessity for inquiry as
to the reasonableness of the search.103 The two justifications for
an incident search following Chimel were officer safety and
preservation of evidence. The incident search cases post-Chimel
have served to develop the Court's view in these areas. The first
of these cases is United States v. Robinson. 104

Robinson helped develop the bright-line nature of the search
incident to arrest doctrine in the context of searches of the
arrestee's person. Officers stopped Robinson for driving with a
revoked license and arrested him. 1 5 After Robinson was out of
the car and handcuffed, one officer performed a pat-down search
on Robinson.' °6 The officer felt a crumpled cigarette package in
Robinson's coat pocket and opened the package to find capsules of
heroin.107 This case did not present a threat to the officers' safety
because Robinson had already been arrested and handcuffed.

99. Chimel v. California, 395 U.S. 752, 763 (1969).

100. Id.
101. Id. (internal quotation omitted).
102. Id.
103. Id.
104. United States v. Robinson, 414 U.S. 218 (1973).

105. Id. at 220.

106. Id. at 221-23.

107. Id. at 223.
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Nor were officers concerned about the destruction of evidence for
the same reason. Nevertheless, the Court held that the incident
search of an arrestee's person is always permitted and is not
dependent on "what a court may later decide was the probability"
of weapons or evidence being found.10 8 Instead, the Court ruled
that "a search incident to the arrest requires no additional
justification." 109

New York v. Belton further developed the bright-line
interpretation of the Chimel factors, at least within the context of
vehicles.11 Here, Belton was a passenger in a car with three
other people. 1' A single officer pulled the vehicle over and found
probable cause to arrest all four people in the car.112 The officer
separated each of the men and patted them down. 113 The officer
then searched the inside compartment of the vehicle and found
cocaine in one of the pockets of Belton's jacket, located on the
backseat.1 14  Even though officer safety and destruction of
evidence were not of immediate concern, Belton provided clear
guidelines for officers that the search of the inside compartment
of a vehicle was in line with the search incident to arrest." 5

The Court also created another bright-line rule to support
officer practicability: officers may search any container within the
passenger compartment of the vehicle "as a contemporaneous
incident" of the arrest." 6 Belton defined container as "any object
capable of holding another object.""117 This definition of container
would prove to be a point of contention in defining a cell phone in
Riley.

C. A NEW DIRECTION: ARIZONA V. GANT"18

The Court further developed the search incident to arrest
doctrine in Arizona v. Gant. Police arrested Gant for driving with

108. United States v. Robinson, 414 U.S. 218, 235 (1973).
109. Id.
110. New York v. Belton, 453 U.S. 454 (1981).
111. Id. at 455.
112. See id. at 455-56 (stating that the officer "had smelled burnt marihuana and

had seen on the floor of the car an envelope marked 'Supergold"').
113. Id. at 456.
114. Id.
115. New York v. Belton, 453 U.S. 454, 460 (1981).
116. Id.
117. Id. at 460 n.4.
118. Arizona v. Gant, 556 U.S. 332 (2009).
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a suspended license." 9 The police handcuffed Gant and placed
him in the back of a squad car. 120 An officer then searched the
inside of the car and found cocaine in Gant's coat jacket, which
was sitting on the backseat. 21  Gant objected because (1) he
posed no threat to the officer's safety from within the police
vehicle and (2) there was no evidence to be gained by a search of
the vehicle compartment related to the charge of driving on a
suspended license.122

The Court made two alternate holdings. First, the Court
rejected a broad interpretation of Belton, finding that a vehicle
search incident to arrest, based on the Chimel rationales, is only
acceptable when the arrestee is unsecured and within reaching
distance of the car. 123 Thus, when the arrestee is no longer a
danger to the officer or the preservation of evidence, as when he
is in the back of a locked police car, the Chimel rationales do not
apply and police cannot perform a search of the vehicle based on
Belton. 1

24

The Court's second holding was directed specifically to the
vehicle setting. Because of the unique circumstances of vehicles,
the Court concluded that an incident search is lawful when it is
reasonable to believe that evidence of the crime may be in the
vehicle.125 In cases such as Gant's, however, this exception would
not be available because it is not possible to find evidence for the
crime of driving on a suspended license by searching the
vehicle.

126

This second Gant holding was of particular import for a
discussion on cell phone incident searches because, at least in the
vehicle context, it created an additional policy rationale for an
incident search. Now, under Gant, the dual goals of evidence
preservation and officer safety were not the only priorities in the
analysis. Nor was it entirely clear that the Court intended to
limit this evidence-gathering justification to the vehicular context
or if this might be a crack in the door to a wider use of the

119. Arizona v. Gant, 556 U.S. 332, 335 (2009).
120. Id.
121. Id.
122. Id. at 336.
123. Gant, 556 U.S. at 343.
124. Id.

125. Id.

126. Id. at 344.
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justification. 127  This led to a questioning of the role of Chimel
going forward. 128  Would the Gant standard be expanded to
situations outside the context of automobiles?129

D. THE SEARCH INCIDENT TO ARREST DOCTRINE AND CELL
PHONES

By the time the Court granted certiorari to Riley and Wurie,
courts had "struggled to apply" the Court's search incident to
arrest doctrine to cell phone searches. 130  This led to a federal
circuit split and varying conclusions by state supreme courts. 131

Though the majority of courts upheld incident searches of cell

127. In justifying the limited evidence-gathering rationale, the Gant majority
opinion referenced Justice Scalia's concurrence in Thornton v. United States.
Arizona v. Gant, 556 U.S. 332, 343 (2009) (quoting Thornton v. United States, 541
U.S. 615, 632 (2004) (Scalia, J., concurring)). In Thornton, officers searched the
passenger compartment of Thornton's vehicle after first handcuffing Thornton and
placing him in the back of a police squad car. Thornton, 541 U.S. at 618. Citing the
inherently tense and "highly volatile" atmosphere in an arrest, the Thornton
majority expanded upon Belton by holding that officers can search the vehicle
compartments of both the vehicle's occupants and recent occupants. Id. at 622.

Justice Scalia wrote a separate concurrence in Thornton, which strongly
disputed the Majority's assertion that the case presented any true danger. Thornton,
541 U.S. at 625-26 (Scalia, J., concurring). This rationale, Justice Scalia asserted,
called "to mind Judge Goldberg's reference to the mythical arrestee 'possessed of the
skill of Houdini and the strength of Hercules."' Id. at 626 (quoting United States v.
Frick, 490 F.2d 666, 673 (5th Cir. 1973)). Instead, Justice Scalia suggested that
searches such as those in Thornton and Belton are justified because they may contain
evidence of the crime for which the arrestee was arrested. Id. at 629. The
concurrence references the long precedential history prior to Chimel that justified the
incident search for evidence-gathering purposes. Id. at 629-30.

Gant's addition of the evidence-gathering rationale for incident searches of
vehicles was clearly a response to Justice Scalia's concurrence. Arizona v. Gant, 556
U.S. 332, 347 (2009). Nevertheless, the majority opinion in Gant left Justice Scalia
unsatisfied. Id. at 354 (Scalia, J., concurring). In a concurrence to Gant, Justice
Scalia proposed the total abandonment of Chimel in the vehicular setting. Id. at 353.

The development of the search incident to arrest doctrine described above led
to a prediction by some that the doctrine would potentially be subject to broader
transition. Riley presented an opportunity for the Court to elaborate on its direction
with respect to the evidence-gathering rationale.

128. See Brief for Respondent at 36-37, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 1348467, at *36-37; Brief for the United States at 26, United
States v. Wurie, 728 F.3d 1 (1st Cir. 2013) (No. 11-1792), 2012 WL 3546655, at *26.

129. Angad Singh, Comment, Stepping Out of the Vehicle: The Potential of Arizona
v. Gant to End Automatic Searches Incident to Arrest Beyond the Vehicular Context,
59 AM. U. L. REV. 1759, 1778 (2010).

130. United States v. Wurie, 728 F.3d 1, 5 (1st Cir. 2013), aff'd, Riley v. California,
134 S. Ct. 2473 (2014).

131. Id.
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phones, the rationales often varied. 13 2  Courts reached their
holdings in three general ways: by finding that police can search
all files on a phone, by holding that the police can search certain
files within a phone, or by deciding that the police cannot search
a phone at all.

1. FULL SEARCH OF THE PHONE

The majority of cases found that the search incident to arrest
doctrine allowed broad cell phone searches. 33 One common
rationale for the justification was the analogizing of a cell phone
to a container.1 4 These courts relied upon Belton's definition of a
container and the Court's assessment that an arresting officer
may open containers incident to the arrest. 135

The first court to address the issue was the Fifth Circuit in
United States v. Finley.13 6  Here, police arrested Finley on
suspicion of distributing narcotics and seized a cell phone from
his pocket. 137 After Finley was in custody, officers questioned
him about his role in a narcotics distribution attempt.138 During
that questioning, one officer searched through the call records
and text messages of Finley's phone and identified some
potentially incriminating messages. 139 When confronted with this
evidence, Finley admitted to drug distribution. 14  Without
specifically mentioning the unique nature of a cell phone, the
court referenced the rules laid out in Belton for searching
containers.141 The court then applied the Belton rules to the cell
phone context and held the search of the cell phone's content to be
constitutional. 1

42

The Fourth Circuit took a similar approach two years later
in United States v. Murphy. 143 Murphy contended that, while

132. United States v. Wurie, 728 F.3d 1, 5 (1st Cir. 2013), affd, Riley v. California,
134 S. Ct. 2473 (2014).

133. Id.
134. United States v. Finley, 477 F.3d 250, 260 (5th Cir. 2007).
135. New York v. Belton, 453 U.S. 454, 460-61 (1981).
136. Finley, 477 F.3d at 258-60.
137. Id. at 254.
138. Id.
139. Id.
140. Id. at 254-55.
141. Finley, 477 F.3d at 260.
142. Id.
143. United States v. Murphy, 552 F.3d 405, 411 (4th Cir. 2009).
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phones with small storage capacities might reasonably be
searched, phones with greater storage capacity would implicate
greater privacy concerns and should therefore require a
warrant. 144 The court provided multiple reasons for rejecting
Murphy's argument, but most revolved around the difficulty in
expecting officers to ascertain between different cell phones at the
scene of an arrest. 145  The court also implicated a Chimel
justification for an incident search of the cell phone, stating that
there was a threat that the information could otherwise "be
permanently lost.' 146

Another important case, which served as an underpinning
for the California court of appeal's decision in Riley, was the
California supreme court's opinion in People v. Diaz. 47  The
police in Diaz arrested Diaz and seized a phone that was on his
person.148  Diaz claimed that the "unrivaled" data storage
capacity on a phone distinguished it from the traditional
containers described in Belton.149 The court, however, noted that
the Supreme Court's incident search cases do not require a court
to determine "the item's character, including its capacity for
storing personal information."1 50  Rather, the court interpreted
the Supreme Court's prior rulings to mean that all types of
containers are to be addressed similarly. 151

The Diaz court also specifically rejected Diaz's argument
that larger storage capacity on a phone distinguishes it from
other containers.' 52 The court held that a person with a cell
phone should have no more privacy protection than a "traveler
who carries . . . a few articles of clothing in a paper bag or knotted
scarf." 53 In other words, Diaz ruled that a person should not be
immune from an incident search just because she carries vast
amounts of material on a phone instead of a small amount in her

144. United States v. Murphy, 552 F.3d 405, 411 (4th Cir. 2009).

145. Id.

146. Id.
147. People v. Diaz, 244 P.3d 501, 505-06 (Cal. 2011).
148. Id. at 502.
149. Id. at 506.
150. Diaz, 244 P.3d at 506.
151. Id. at 507.
152. Id. at 507-09.
153. Id. at 508 (quoting United States v. Ross, 456 U.S. 798, 822 (1982)); Ross, 456

U.S. at 822 ("[A] constitutional distinction between 'worthy' and 'unworthy'
containers would be improper.").
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bag. 154

2. LIMITED SEARCH OF THE PHONE

Three courts held that certain files could be searched from a
cell phone incident to arrest. 155 One often-cited case was United
States v. Flores-Lopez, heard by the Seventh Circuit.156 Police
arrested Flores-Lopez and seized a cell phone from his person. 157

The officer searched the phone to find the number of that
telephone and then later proceeded to subpoena a three-month
history of all calls made by the phone. 158  The court began with
the premise that a diary is a container, 159 and then stated that
"[a] modern cell phone is in one aspect a diary writ large."' 160

Furthering the analogy, the court asserted that if police can open
a diary to learn the owner's address, then they can search a
phone to learn its number. 161

The court also discussed the potential threat of remote
wiping. 162 Remote wiping refers to the deletion of information on
a cell phone by the actions of a third party. 163 Remote wiping can
occur when a third party, using a "remote wipe" application, gets
access to the distant phone and deletes data from that phone. 164

Although Flores-Lopez found the threat of remote wiping to be
potentially "slight," it also found the intrusion of the officers to be
minimally invasive. 165 Further, the court held that even a
minimal threat to officer safety or evidence preservation justifies
an incident search. 166 In holding the limited search of the phone

154. See People v. Diaz, 244 P.3d 501, 507 (Cal. 2011).
155. Petition for Writ of Certiorari at 12, Riley v. California, 134 S. Ct. 2473 (2014)

(No. 13-132), 2013 WL 3934033, at *12.
156. United States v. Flores-Lopez, 670 F.3d 803 (7th Cir. 2012).
157. Id. at 804.
158. Id.
159. Id. at 805 (building upon the definition of container developed in Belton).
160. Id.
161. Flores-Lopez, 670 F.3d at 807.
162. Id. at 807-08.
163. See id.
164. See Jack Wallen, Five apps to wipe data from your Android phone, TECH

REPUBLIC (Feb. 22, 2012), http://www.techrepublic.com/blog/five-apps/five-apps-to-
wipe-data-from-your-android-phone/; see also Perform a Remote Wipe
on a Mobile Phone, MICROSOFT, http://technet.microsoft.com/en-
us/library/aa998614(v-exchg. 150).aspx (last modified Feb. 6, 2013).

165. Flores-Lopez, 670 F.3d at 809.
166. Id.

1014 [Vol. 60



Riley v. California

for its own phone number lawful, the court also hinted that it
could "certainly imagine justifications for a more extensive
search." 

167

Two state supreme courts also allowed limited data searches.
The first, Commonwealth v. Phifer, addressed a scenario in which
an officer searched the call log of a phone. 168 The Massachusetts
Supreme Judicial Court cited the presence of valuable probative
evidence in allowing the search. 169  In Hawkins v. State, the
Supreme Court of Georgia allowed the incident search of a cell
phone to access a text message sent by the defendant to the
officer. 170 Hawkins found a cell phone to be a container as
defined by Belton.17' Both courts were hesitant to allow broad
searches of cell phones, and they kept their holdings narrow. The.
Hawkins court noted the importance of using "great care" when
analyzing electronic data using principles of traditional
"container cases." 172

3. No SEARCH OF THE PHONE

The First Circuit's decision in Wurie created an official
federal circuit split. 73 There, the court ruled categorically that
officers needed a warrant to search cell phones. 74  The court
acknowledged that the Supreme Court's previous holdings in
incident search cases did not call for an analysis of the type of
container being searched but noted that it was "not just the
nature of the item searched but the nature and scope of the
search itself' that justified a departure from the standard
container analysis. 7 5 The Wurie Court then undertook a Chimel
analysis and concluded neither factor would ever be present to
justify the search of a cell phone's contents. 176 Therefore, Wurie
set forth a "categorical" rule requiring a warrant for the search of

167. United States v. Flores-Lopez, 670 F.3d 803, 810 (7th Cir. 2012).
168. Commonwealth v. Phifer, 979 N.E.2d 210, 215 (Mass. 2012).
169. Id. at 215-16.
170. Hawkins v. State, 723 S.E.2d 924, 925 (Ga. 2012).
171. Id.
172. Id. at 926.
173. See United States v. Wurie, 728 F.3d 1 (1st Cir. 2013), aff'd, Riley v.

California, 134 S. Ct. 2473 (2014).
174. Id. at 13.
175. Id. at 9.
176. Id. at 10-11.
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a cell phone. 177

Other state supreme courts similarly held that a cell phone
search requires a warrant. In State v. Smith, the Supreme Court
of Ohio rejected the notion that a cell phone was a container
within the Belton definition."'7 A "container" in Belton, according
to Smith, implied that it contained physical materials. 17 9

Because a cell phone does not contain physical objects, Smith
concluded it was not a container.18° The Florida Supreme Court
cited Smith broadly and adopted its rationale when addressing
cell phones and the search incident to arrest doctrine in
Smallwood v. State.181 The Florida Supreme Court also drew
upon Gant in concluding that, once an officer has control of the
phone, the Chimel factors are no longer present, and the search
incident to arrest doctrine is no longer in effect.' 82 Therefore, the
court ruled that searching the contents of a cell phone required a
warrant.' 8

1 These decisions of the Georgia and Florida supreme
courts and the First Circuit helped establish a split between the
courts.

IV. THE COURT'S DECISION

Chief Justice John Roberts wrote the opinion in which all of
the Justices joined except for Justice Alito, who concurred in part
and in judgment. The opinion began with an assertion that "the
ultimate touchstone of the Fourth Amendment is
reasonableness."'18

4  As background, the opinion points to a
"trilogy" of cases that serve to govern incident search law:
Chimel, Robinson, and Gant. 18

5

Chief Justice Roberts then set out the Court's approach for
assessment: "Absent more precise guidance from the founding
era," the Court generally determines the appropriateness of
Fourth Amendment exemptions by balancing privacy interests

177. Id. at 12.
178. State v. Smith, 920 N.E.2d 949, 954 (Ohio 2009).
179. Id.
180. Id.
181. Smallwood v. State, 113 So. 3d 724, 736 (Fla. 2013).
182. Id.
183. Id. at 736, 738.
184. Riley v. California, 134 S. Ct. 2473, 2482 (2014).
185. Id. at 2484.
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with legitimate government interests. 186  This balancing act
justified a bright-line rule in Robinson supporting incident
searches because the Court recognized that all arrests inherently
possess the Chimel risks.187 Guarding against these risks took
priority over the loss of privacy, but the difference between
physical and digital objects requires a different analysis. 18 The
threat to officer safety and preservation of evidence are not
factors present in the digital objects stored in a cell phone. 8 9

Furthermore, the diminished expectation of privacy identified in
Robinson with respect to an arrestee's person does not transfer to
the search of a cell phone. 190 Unlike the "brief physical search" in
Robinson, the search of a cell phone is much more expansive and
includes vast amounts of personal information. 191

A. CHIMEL ANALYSIS OF CELL PHONE DATA

The Court engaged in an analysis of a cell phone incident
search based on the two Chimel criteria. 92  This inquiry
attempted to determine whether application of the search
incident doctrine to cell phones would "untether the rule from the
justifications underlying the Chimel exception."' 193  The Court
first addressed officer safety and noted that the cell phone
"cannot itself be used as a weapon to harm an arresting officer or
effectuate the arrestee's escape."'94  Therefore, there is no
particular threat to an officer's safety by digital information
inside the phone.195 The opinion acknowledged that the cigarette
pack seized in the arrest of Robinson was also extremely unlikely
to threaten officer safety. 196  Still, there is an inherent
uncertainty associated with physical objects in the tense
environment of custodial arrest. By contrast, once an officer
identifies an object as a cell phone, there is no uncertainty or
threat that the data can threaten his safety. 197- Nevertheless, just

186. Id.
187. Riley v. California, 134 S. Ct. 2473, 2484-85 (2014).

188. Id.
189. Id. at 2485-86.
190. Riley, 134 S. Ct. at 2485.
191. Id.
192. Id. at 2485-88.
193. Id. at 2485 (quoting Arizona v. Gant, 556 U.S. 332, 343 (2009)).

194. Riley, 134 S. Ct. at 2485.
195. Id.

196. Id.

197. Id.
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as in Robinson, an arresting officer may search the physical
phone to ensure it contains no form of weaponry or other danger
to the officer. 198 For example, an officer can search the physical
dimensions of the phone to ensure a razorblade is not hidden
inside. 199

Finally, the opinion rejected arguments forwarded by both
the State of California and the United States that an incident
search of a cell phone could support officer safety by alerting
officers of the arrestee's compatriots arriving at the scene. 20 0 The
Court pointed out that neither party provided examples of such a
scenario and also noted that this justification would require an
expansion of Chimel, which refers specifically to the safety
concerns presented directly by the arrestee.2 °1

The Court then addressed the preservation-of-evidence
rationale. 20 2 Here, the Court pointed out that the physical phone
is subject to incident searches and seizures, and thus, the threat
of evidence being destroyed is greatly reduced. 2 3  Because the
officers already have the phone, there is nothing an arrestee can
do to tamper with its contents.2 °4 Nevertheless, the Court then
responded to two areas of concern described in the briefs of the
State of California and the United States. These concerns are
remote wiping and encryption of the phone.

Remote wiping refers to the deletion of material on a cell
phone by a third party. 20 5 Encryption is the ability of the phone
to render information irretrievable once the phone is locked.2 °6 In
such a case, encryption makes the phone essentially
"unbreakable" unless the police know the password.2 °7 These
concerns over the destruction of digital data prompted the United
States to assert in its brief that, during arrest, cell phones
implicate the evidence-preservation factor favoring warrantless

198. Id.
199. Riley v. California, 134 S. Ct. 2473, 2485 (2014).

200. Id.

201. Id. at 2485-86.
202. Id. at 2486-88.
203. Id. at 2486.
204. Riley, 134 S. Ct. at 2486.

205. See supra notes 162-164 and accompanying text.
206. Riley, 134 S. Ct. at 2486.
207. Id.
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searches in Chimel.2 °8

The Court responded to the remote wiping concern with
three separate lines of reasoning. First, the Court noted that
remote wiping involves the work of a person separate from the
arrestee and is therefore a different issue than that presented in
Chimel.2 °9 Second, the Court suggested that the threat of remote
wiping is not pervasive enough to justify a new protection against
it.21° There, the Court noted that there are few references to
remote wiping to date, and these accounts are anecdotal.21 '

Finally, the opinion considered the tense atmosphere of an arrest
scene in asserting that it is unlikely that an officer could avoid
remote wiping at the scene by searching a cell phone. 21 2 The need
to secure the scene, arrest the suspect, and attend to other
variables at the scene might make it difficult for the officer to
search the phone as well.21 3

To the extent that remote wiping and encryption present
challenges to digital data stored on a cell phone, the Court noted
that the ability to disconnect the phone from the wireless network
ameliorates the threat.214 The Court provided two suggestions for
disconnecting the phone.21 5 First, officers can turn the cell phone
off, which would disconnect it from the wireless network.216 In
addition, officers may also place the phone in a Faraday Bag, a
mesh bag made of aluminum foil that keeps a phone inside it
from receiving a signal.21 7 Finally, if an officer truly faced exigent
circumstances threatening the existence of evidence on a cell
phone, the officer could search the phone immediately.218 For all
these reasons, the Court did not find a threat to evidence
gathering that would justify an incident search of a cell phone. 219

208. Brief for the United States at 40-41, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 828012, at *40-41.

209. Riley v. California, 134 S. Ct. 2473, 2486 (2014).
210. Id.
211. Id.
212. Riley, 134 S. Ct. at 2487.
213. Id.
214. Id.
215. Id.
216. Id.
217. Riley, 134 S. Ct. at 2487.
218. Id.
219. Id.
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B. REDUCED PRIVACY INTEREST UPON ARREST

The Chief Justice devoted an entire section to delineating
why a reduced privacy interest did not justify an incident search
of cell phones.22 The Court noted that incident searches rely on
the premise that an arrestee has a reduced privacy interest upon
being arrested.22' To illustrate the point, the Court referenced
Robinson.222  Because the officers were placing Robinson in
custody, he was inherently losing his privacy interest. 223 The pat-
down search of Robinson and the search of his cigarette pack
"constituted only minor additional intrusions compared to the
substantial government authority exercised in taking Robinson
into custody. 224

But a reduced privacy interest does not result in a total
abrogation of Fourth Amendment protections.225 The Court noted
that "[n]ot every search 'is acceptable solely because a person is in
custody.' 226  This is exemplified in Chimel, where the Court
placed limits on incident searches.227

The only precedent set by the Court "applying Chimel to a
search of the contents of an item found on an arrestee's person"
came from Robinson.228 The Court noted that the United States
requested the Court to view the Robinson cigarette pack and a
cell phone as fundamentally similar for the purposes of the search
incident to arrest exception. 229 "That is like saying a ride on
horseback is materially indistinguishable from a flight to the
moon. Both are ways of getting from point A to point B, but little
else justifies lumping them together. ' 230 The opinion noted that a
search of a cell phone implicated interests more expansive than a
wallet or a purse. 231 The court pointed to two differences between
digital data and physical evidence: the qualitative and

220. Id. at 2488-91.
221. Riley v. California, 134 S. Ct. 2473, 2488 (2014).

222. Id.

223. Id.

224. Id.

225. Riley, 134 S. Ct. at 2488.

226. Id. (quoting Maryland v. King, 133 S. Ct. 1958, 1979 (2013)).

227. Id.

228. Id.

229. Riley, 134 S. Ct. at 2488.

230. Id.
231. Id. at 2488-89.
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quantitative differences between digital data and physical
evidence, and the reality that information on a phone can be
stored in "the cloud," outside the physical dimensions of the
phone.232

The opinion first addressed the quantitative differences
between cell phones and other physical objects.233 Chief Justice
Roberts noted that the "immense storage capacity" of modern cell
phones distinguishes them from other physical objects. 234 Most
people cannot carry with them all their mail, books, and recently
read articles wherever they go. 2

1
5 But the phone carries all of

that information for many people.236

The large storage capacity of modern cell phones presents
four privacy-related consequences.23 7 First, a cell phone collects
varied and totally different kinds of records at once, such as an
address book, notes, and prescriptions, which allow for a more
thorough construction of a person that a party could attain from
any single type of information.238 Second, so much information
can be collected from any one source, such as a digital photo
album, that a party could reconstruct the owner's entire life by
linking up all the information. 239 Third, the record of information
can date back to the purchase of the phone or even earlier.24 °

Finally, the ubiquity of cell phones has led to the reality that
most people own them.241

The opinion next addressed the qualitative differences
between the information gleaned from a cell phone and other
physical material.242 For example, a cell phone often tracks the
various physical locations where the user has been, which can
then be used to track the user's recent movements.243 The
opinion cited as evidence the vast numbers of different mobile

232. Id. at 2489-91.
233. Riley v. California, 134 S. Ct. 2473, 2489 (2014).

234. Id.

235. Id.

236. See id.

237. Id. at 2489-90.
238. Riley, 134 S. Ct. at 2489.

239. Id.

240. Id.

241. Id. at 2490.

242. Id.

243. Riley, 134 S. Ct. at 2490.
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applications often stored on a phone,2 44 which allow a cell phone
owner to collect a varied and personalized amount of information
on the phone. 245 This aggregated information, if read by another
party, could allow the reader to construct a robust and well-
rounded understanding of the cell phone's owner and her specific
interests.246

Next, the opinion addressed cloud computing and the fact
that digital material accessed from a phone is often not physically
on the phone.247 Cloud computing is the ability to access digital
data on a phone even though that data is really stored on a
remote server.248 Often, as the opinion pointed out, a cell phone
owner does not even know if information is being saved to the
phone or the cloud. 249

Comparing a cell phone to a container is "strained as an
initial matter," but the comparison falls apart completely if the
phone does not actually contain the information. 250  Further,
information saved to a cloud is entirely different than the kind of
information that can be kept on a person. 25 1 "Such a search
would be like finding a key in a suspect's pocket and arguing that
it allowed law enforcement to unlock and search a house. 252 This
analogy bolstered the Court's flat refusal to view a cell phone as
just another physical container.

C. FAULTS IN OTHER PROPOSALS FOR INCIDENT SEARCHES OF
CELL PHONES

The opinion designated a section to describing the various
proposals made by Respondents and Amici and described the
flaws in each proposal. The Court addressed the following
proposals: (1) an expansion of the Gant evidence-gathering
standard, (2) a limited search of only that part of the phone that
law enforcement believe contains evidence, (3) a search of only
the cell phone's call log, and (4) a search of any digital data that

244. These mobile applications are often referred to as "apps." Id.
245. Id.
246. Riley v. California, 134 S. Ct. 2473, 2490 (2014).
247. Id. at 2491.
248. Id.
249. Id.
250. Id.
251. Riley, 134 S. Ct. at 2491.
252. Id.
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has a physical corollary.

The Court first addressed a proposal from the United States
to extend Gant's evidence-gathering rationale to the cell phone
context.253 This would allow an officer to search the phone when
the officer suspected that it contained evidence of the crime of
arrest.254 The opinion recognized two problems with this
proposal.

The first problem with the Gant standard is that it relies on
the unique characteristics of a vehicle search.2 55 Drawing on
Justice Scalia's concurrence in Thornton, the Court pointed out
that heightened law enforcement needs and reduced privacy
interests are present in the vehicle context.256  They are not
relevant to the cell phone context.257

The second problem is that applying the Gant standard to
the cell phone context would result in few practical limitations for
the arresting officer. Gant does not allow for searches of a past
crime, but rather it allows searches for evidence of the crime for
which officers arrested the suspect.2 58 In the cell phone context,
however, the Gant standard would not be practicable because
Searching the phone could easily lead to evidence of a past
crime.259 Further, Gant disallows an officer from searching the
vehicle after a minor infraction.26 But this limit would not
necessarily exist if a court extended Gant to cell phones. 261 For
example, a person could be arrested for reckless driving and law
enforcement could perform an incident search to see if the
arrestee had been texting in the lead up to the arrest. 262 The
opinion concluded that the standard would essentially allow
officers limitless opportunity to "rummage" for evidence.263

The Court then briefly addressed an alternate approach
proffered by the United States to restrict access to that part of the

253. Id. at 2492.

254. Riley v. California, 134 S. Ct. 2473, 2492 (2014).

255. Id.
256. Id.
257. Id.
258. Id.
259. Riley, 134 S. Ct. at 2492.

260. Id.
261. Id.
262. Id.

263. Id. (quoting Arizona v. Gant, 556 U.S. 332, 345 (2009)).

10232014]



Loyola Law Review

phone that law enforcement reasonably believe contains relevant
information.264 The United States requested the Court to
consider this alternative proposal to allow officers to, at a
minimum, identify an arrestee and ascertain important details
related to the crime. 265  Without detailing the specific
shortcomings of this proposal, the Court stated that, in practice,
such a rule would lead to few meaningful restraints for officers.266

Next, the Court rejected a proposal to allow officers to search
only the phone's call log, as was the case in Wurie.267  This
proposal relies on Smith v. Maryland, wherein the Court held
that scrolling through numbers dialed on the pen register at a
telephone company was not a search. 268  But the Court
distinguished the present case from Smith because no parties
here disputed that the officers performed a search. 269

Furthermore, the Court noted that all call logs usually have more
information than just phone numbers, such as names attached to
the numbers.27°

The final proposal rejected by the Court was one to allow
information from the phone to be searched as long as officers
could have obtained the information in a pre-digital source.27' An
example of this proposal would include allowing an arresting
officer to search a phone's photo albums for pictures because a
person might have had a picture in a wallet, which the officer
could search. But the opinion responded that one or two
photographs in a wallet that could be seized in an incident search
"does not justify a search of thousands of photos in a digital
gallery. 272  In addition, this proposal would have added
unnecessary confusion by forcing courts to determine whether
some forms of information are synonymous with pre-digital
counterparts.273  For instance, are letters and emails
substantially similar for a letter to be considered a pre-digital

264. Riley, 134 S. Ct. at 2492.

265. Brief for Respondent at 37, Riley v. California, 134 S. Ct. 2473 (2014)
(No. 13-132), 2014 WL 1348467, at *37.

266. Riley v. California, 134 S. Ct. 2473, 2492 (2014).

267. Id.

268. Id. (referencing Smith v. Maryland, 442 U.S. 735 (1979)).

269. Id. at 2492-93.

270. Id. at 2493.

271. Riley, 134 S. Ct. at 2493.

272. Id.

273. Id.
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form of the information contained in the email?274

D. CONCLUDING SECTION

In its conclusion, Chief Justice Roberts acknowledged that
the Court's ruling would impact officers' ability to combat
crime.275 Nevertheless, the Court stated that "[p]rivacy comes at
a cost. ' 276 The opinion then described the limits of the Court's
holding. For instance, the Court made repeated reference to the
role of exigency in allowing certain cell phone searches without a
warrant.277 Exigent circumstances that require immediate action
on the part of police are a well-known exception to Fourth
Amendment doctrine.278 Examples of exigencies in the cell phone
context might include the preservation of evidence from imminent
destruction, the pursuit of a fleeing suspect, or immediate
support for a seriously injured person.2 79

Finally, the Court emphasized that, just because cell phone
searches require a warrant does not mean that the searches are
unconstitutional. 8  In fact, the same technology that allows for
cell phones in the first place also allows for law enforcement to
obtain warrants more quickly than any time in history,
sometimes within as little as fifteen minutes.28 ' In the final
analysis, the Court found that the importance of privacy
outweighed the minimal cost to law enforcement.

E. THE CONCURRENCE

Justice Alito wrote a separate concurrence, concurring in
part and concurring in judgment. Justice Alito agreed with the
holding of the majority opinion but wrote separately to address

274. Id.
275. Riley v. California, 134 S. Ct. 2473, 2493 (2014).

276. Id.
277. Id. at 2494. Exigent circumstances are scenarios where "the needs of law

enforcement [are] so compelling that the warrantless search is objectively reasonable
under the Fourth Amendment." Mincey v. Arizona, 437 U.S. 385, 393-94 (1978). The
Court has held exigent circumstances to justify, for example, warrantless entry of a
home to fight a fire and discover its cause, as well as the hot pursuit of a suspect.
Brigham City v. Stuart, 547 U.S. 398, 403 (2006).

278. Riley, 134 S. Ct. at 2494 (quoting Kentucky v. King, 131 S. Ct. 1849, 1856
(2011)).

279. Id.

280. Id. at 2493.

281. Id.
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three points.28 2 First, Justice Alito wrote that he was not
convinced that the search incident to arrest doctrine was
historically based on the need to protect officers. 28 3  Rather, he
asserted, the sole historical purpose of the doctrine was to obtain
probative evidence.28 4

Justice Alito provided the following evidence of this belief.
First, the fundamental case of Weeks makes no specific mention of
evidence preservation or officer safety.285 Further, the
concurrence found no references to the Chimel factors in any
documents that predated Weeks.28 6

Instead, the concurrence suggested that the historical tenet
justifying incident searches was the idea that items found on an
arrestee's person could later be used against that person in
court.28 7 When law enforcement confiscates an object and then
the State uses it in court proceedings, there is no threat that the
evidence will be destroyed-the police have it within their
possession already. 288 For this reason, the concurrence
suggested, Chimel's basis is questionable. 289 And because Chimel
addressed an incident search of a property and not a person, the
concurrence was reluctant to use it as authority for the incident
searches of a person.29 °

The second point made by the concurrence was that the
majority's holding leads to practical anomalies. 291 This is because
the person arrested with a cell phone has greater protection than
a person who has physical information.292 The concurrence
provided an example: two people are arrested, one person with a
physical copy of a monthly bill for a land line phone containing

282. Riley, 134 S. Ct. at 2495 (Alito, J., concurring in part and in judgment). In
introduction to the concurrence, Justice Alito specifically stated his intention to
make two separate points. For purposes of breaking down the concurrence, this
Casenote has identified three distinct points.

283. Riley v. California, 134 S. Ct. 2473, 2495 (2014) (Alito, J., concurring in part
and in judgment).

284. Id.
285. Id.
286. Id.
287. Riley, 134 S. Ct. at 2495-96 (Alito, J., concurring in part and in judgment).
288. Id. at 2496.
289. Id.
290. Id.
291. Id. at 2497.
292. Riley, 134 S. Ct. at 2497 (Alito, J., concurring in part and in judgment).
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incriminating information in his pocket and the other with a cell
phone with information on the call log of that same incriminating
number. 293 The concurrence suggested that the person with the
cell phone is better protected in such a situation than the other
arrestee because the officer cannot search the phone.294
Nevertheless, the concurrence concluded that there are no other
workable alternatives in this scenario.

The final point by Justice Alito was that Congress is better
positioned than the Court to address the role of cell phones and
privacy.295 The Fourth Amendment, he asserted, is a 'blunt
instrument."296  Congress has the capacity to create a law
addressing the value and threat associated with cell phones.297

For this reason, and because of his concern that Chimel provides
inadequate reference to the role of evidence preservation in the
search incident to arrest doctrine, Justice Alito noted his
apprehension in concurrence. Nevertheless, Justice Alito joined
all other justices in holding that a cell phone search generally
requires a warrant.

V. ANALYSIS

Riley marks a transition in the Court's treatmcnt of
technology. Prior to Riley, it was not clear that the Court was
prepared to square Fourth Amendment protocol with the unique
nature of digital information.298 But the Court, with a forceful,
near-unanimous majority, unambiguously acknowledged that
digital data requires a different analysis than physical data when
balancing privacy and state interests. Furthermore, the Court's

293. Id.
294. Riley v. California, 134 S. Ct. 2473, 2497 (2014) (Alito, J., concurring in part

and in judgment).

295. Id. at 2497-98.
296. Id. at 2497.
297. See id.
298. See Charles E. MacLean, But, Your Honor, A Cell Phone is not a Cigarette

Pack: An Immodest Call for a Return to the Chimel Justifications for Cell Phone
Memory Searches Incident to Lawful Arrest, 6 FED. CTS. L. REV. 37, 67 (2012)
(anticipating that, should the Court rule on incident searches of cell phones, it would
find cell phone owners to have a reasonable expectation of privacy); Eunice Park,
Traffic Ticket Reasonable, Cell Phone Search Not: Applying the Search-Incident.to-
Arrest Exception to the Cell Phone as "Hybrid" 60 DRAKE L. REV. 429, 496 (2012)
("This ... is part of the ongoing dialogue until the United States Supreme Court
provides the working rule that is now needed on the issue of warrantless cell phone
searches incident to arrest.").
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decision does not substantially impair the effectiveness of law
enforcement because, as the Court accurately asserted, a cell
phone does not implicate either officer safety or evidence-
protecting concerns. This section discusses five main successes:
the Court's ability to provide a unanimous and clear message for
technology and privacy moving forward, the qualitative and
quantitative distinctions between digital and physical data, the
Court's likening of a cell phone to protections in the home, the
decision's success in minimizing law enforcement's efficacy, and
clarification of Chimel and Gant in the incident search doctrine.

A. UNANIMOUS MESSAGE

To appreciate Riley's treatment of digital data, it is helpful to
contrast the opinion with another recent technology case heard by
the Court. In United States v. Jones, the Court used the common
law theory of trespass as the basis for holding that installation of
a Global Positioning-System (GPS) on a vehicle constituted a
Fourth Amendment search. 299 Although the majority found the
GPS placement to be a search, it did so because of the physical
invasion of the GPS device installation on the vehicle, rather than
because of the monitoring done by the GPS.300 Justice Alito,
concurring, called the majority's theory "unwise" and noted that
"it is almost impossible to think of late-18th century situations
that are analogous to what took place in this case."''

By contrast, Riley rejected a Fourth Amendment analysis of
digital data based on precedent developed for material objects.30 2

The State of California and the United States requested that the
Court find a cell phone to be a container as defined by Belton.3 °3

Had the Court ruled this way, it would have demonstrated a
Jones-like reluctance to acknowledge that digital data is distinct
from physical objects. Further, such a finding would have
profoundly diminished the privacy expectation for any person
arrested with a cell phone. But the Court refused to classify a cell
phone as a container, analogizing the relationship of physical

299. United States v. Jones, 132 S. Ct. 945, 949 (2012).
300. Id. at 955.
301. Id. at 958 (Alito, J., concurring).
302. Riley v. California, 134 S. Ct. 2473, 2489 (2014).
303. Brief for Respondent at 18-19, Riley v. California, 134 S. Ct. 2473 (2014)

(No. 13-132), 2014 WL 1348466, at *18-19; Brief for the United States at 26-27,
United States v. Wurie, 728 F.3d 1 (1st Cir. 2013) (No. 11-1792), 2012 WL 3546655,
at *26-27.
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objects and digital data to a ride on horseback and a trip to the
moon. 304 This statement is in line with Justice Alito's
concurrence in Jones and demonstrates a willingness to use a
twenty-first century solution to twenty-first century problems.

Furthermore, the near unanimity of the opinion sends a
strong message that the Court is prepared for the digital age.
Unlike Jones, all Justices except for Justice Alito agreed with
Chief Justice Roberts' clear message. Even Justice Alito's
concerns were less about the proper analysis of a cellular phone
incident search and more about the implications of this policy on
nondigital data.

It is particularly notable that Justice Scalia signed the
majority opinion because Riley could be seen as deviating from
his approach to the Fourth Amendment. For instance, Justice
Scalia authored Jones, which asserted the trespass analysis as
necessary for a search inquiry.30 5 In addition, Justice Scalia's
concurrence in Thornton suggested that he found evidence
gathering as a justifiable addition to the Chimel factors.10 6

However, Riley does not address the trespass theory of the Fourth
Amendment and specifically limits Gant's evidence-gathering
rationale to the vehicular setting. Nevertheless, Justice Scalia
signed the opinion. While it is beyond the scope of this analysis
to speculate as to why he agreed with the decision, Justice
Scalia's signature strengthens the message of Riley.

B. QUALITATIVE AND QUANTITATIVE DIFFERENCES BETWEEN
DIGITAL DATA AND PHYSICAL ITEMS

Although the Riley holding's impact on privacy for cell phone
users will be profoundly positive, the way the Court reached the
decision is just as important. The Court's basis for treating cell
phones differently than other physical objects was premised upon
an acknowledgment that qualitative and quantitative differences
exist between digital and physical objects. Had the Court ruled
narrowly on privacy implications of just cell phones, the rationale

304. Riley v. California, 134 S. Ct. 2473, 2488-89 (2014).
305. United States v. Jones, 132 S. Ct. 945, 949-50 (2012).
306. Thornton v. United States, 541 U.S. 615, 630 (2004) (Scalia, J., concurring)

("There is nothing irrational about broader police authority to search for evidence
when and where the perpetrator of a crime is lawfully arrested. The fact of prior
lawful arrest distinguishes the arrestee from society at large, and distinguishes a
search for evidence of his crime from general rummaging.").
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behind the holding might not have extended to future technology-
related privacy issues.307 But this distinction identified by the
Court should afford privacy protections outside the scope of cell
phones because the opinion acknowledged that smart phones are
really "minicomputers. 3 °  Riley should, therefore, positively
impact Americans' privacy as our use of technological devices
continues to become more pervasive.

The methodical way the opinion distinguished a cell phone
from physical objects and a container as described in Belton
demonstrates the Court's accuracy in distinguishing between
physical and digital data. 309 The Court correctly noted that
comparing the "immense storage capacity" of a smart phone to
"other objects that might be kept on an arrestee's person" leads to
absurd consequences. 310 As Chief Justice Roberts noted, a person
wishing to drag around the physical versions of the materials
that fit into his phone would have to lug it in a trunk, which the
Court has previously held to require a warrant. 11 Similarly,
Riley correctly asserted that data from a cell phone, when
gathered in aggregate, is qualitatively different from physical
data because it provides the consumer of that data with a
detailed image of the phone's owner.

The Court's ruling will also likely have a positive impact on
the privacy of digital data stored remotely from the phone. The
Court accurately noted that a phone cannot be a container if it
stores some of its contents somewhere other than the physical
phone, as is increasingly the case with "cloud computing." 312

While this demonstrates an appreciation for the unique nature of
data in the cell phone context, it may be most impactful in future
cases addressing remotely accessed information. The opinion

307. See Park, supra note 298, at 496.
308. Riley v. California, 134 S. Ct. 2473, 2489 (2014).
309. Id. at 2489-91.
310. Id. at 2489.
311. Id. Here, the Court referenced United States v. Chadwick, 433 U.S. 1, 14-15

(1977). In Chadwick, the Court found an incident search of Chadwick's footlocker to
be a violation of the Fourth Amendment. Id. The Court stated:

Once law enforcement officers have reduced luggage or other personal property
not immediately associated with the person of the arrestee to their exclusive
control, and there is no longer any danger that the arrestee might gain access to
the property to seize a weapon or destroy evidence, a search of that property is
no longer an incident of the arrest.

Id. at 15.
312. Riley, 134 S. Ct. at 2491.
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noted that cell phone users rarely know whether information is
stored on the cloud or the phone, but that "it generally makes
little difference. 313 Chief Justice Robert's discussion appears to
suggest that a cell phone user has an equal expectation of privacy
over information accessed by their phone, irrespective of whether
it is stored physically on his or her phone or on the cloud. This
may be important in future cases that involve accessing a
person's digital data directly from a remote storage facility.

Another qualitative difference between digital and physical
data discussed in the opinion is the ability of technology to track
people's day-to-day lives. 314 Unlike a cigarette pack, a cell phone
can track the places its owner has been and can even provide a
person's location at any time.315 The Court detailed ways a third
party could use data from a phone to "reconstruct someone's
specific movements down to the minute .... In so doing, the
Court referenced a concurrence written by Justice Sotomayor in
Jones.31 v Justice Sotomayor's Jones concurrence emphasized the
threat to privacy presented by cell phones and warned against
these concerns. 31

' Taken in conjunction with Riley's distinction
between digital and physical data, Chief Justice Roberts'
reference to Justice Sotomayor's concurrence might be a signal
that the Court's concerns over privacy and technology are
increasing.319

Finally, the distinction between digital data and physical
material in Riley is important because the opinion makes clear
that this distinction exists for technology beyond the cell phone
context. As the Court pointed out, "[t]he term 'cell phone' is itself

313. Id.
314. Riley v. California, 134 S. Ct. 2473, 2490 (2014).

315. Id.
316. Id.
317. Id. (citing United States v. Jones, 132 S. Ct. 945, 955 (2012) (Sotomayor, J.,

concurring)).

318. Jones, 132 S. Ct. at 955-56 (Sotomayor, J., concurring) ("The net result is that
GPS monitoring-by making available at a relatively low cost such a substantial
quantum of intimate information about any person whom the Government, in its
unfettered discretion, chooses to track-may alter the relationship between citizen
and government in a way that is inimical to democratic society." (internal quotation
omitted)).

319. See Marc Rotenberg & Alan Butler, Symposium: In Riley v. California, a
Unanimous Supreme Court Amendment for Digital Age, SCOTUSBLOG (June 26,
2014, 6:07 PM), http://www.scotusblog.com/2014/06/symposium-in-riley-v-california-
a-unanimous-supreme-court-sets-out-fourth-amendment-for-digital-age/.
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misleading shorthand; many of these devices are in fact
minicomputers that also happen to have the capacity to be used
as a telephone. 320 In other words, the Court acknowledged in
that statement that cell phones and computers are essentially
synonymous terms, and Riley is transferrable to computers. The
Court should be lauded for this acknowledgment and for taking
on the full technological capacity of a cell phone in deciding these
two cases. Because Riley extends to computers, and likely all
other types of digital data, the Court's distinction here between
digital and physical data will serve as a starting point for courts
to address future cases involving technology.

C. ARE PRiVACY RIGHTS IN A PHONE ON PAR WITH RIGHTS
INSIDE A HOME?

Fourth Amendment protections are strongest in a person's
home. 32 While there may be reduced expectations of privacy in
other situations, the home is one place where a person is "free
from unreasonable government intrusion. 322 For this reason, it
is particularly striking that Riley compares the expectation of
privacy in a home to that of a cell phone:

In 1926, Learned Hand observed (in an opinion quoted in
Chimel) that it is "a totally different thing to search a man's
pockets and use against him what they contain, from
ransacking his house for everything which may incriminate
him." If his pockets contain a cell phone, however, that is no
longer true. Indeed, a cell phone search would typically
expose to the government far more than the most exhaustive
search of a house: A phone not only contains in digital form
many sensitive records previously found in the home; it also
contains a broad array of private information never found in
a home in any form-unless the phone is.323

This paragraph appears to suggest that a cell phone owner
should have a similar expectation of privacy as she does in her
own home.

This is an important and creditable statement because it

320. Riley, 134 S. Ct. at 2489.

321. See Florida v. Jardines, 133 S. Ct. 1409, 1414 (2013) ("[W]hen it comes to the
Fourth Amendment, the home is first among equals.").

322. Id. (quoting Silverman v. United States, 365 U.S. 505, 511 (1961)).

323. Riley v. California, 134 S. Ct. 2473, 2490-91 (2014).
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once again demonstrates an understanding of the privacy
implications associated with carrying cell phones outside the
home, and it guards against the argument that a person has a
lesser expectation of privacy in the phone by simply walking
outside her home with the phone. The ubiquity of cell phones
undoubtedly played a role in Chief Justice Robert's addition of
this sentence. As the opinion pointed out, over 90% of Americans
own cell phones. 324  Although an arrestee has a reduced
expectation of privacy, the Court accurately concluded that he
should not entirely lose the right to privacy to as much
information as exists in his home.

Nevertheless, Justice Alito's concurrence accurately noted
that Riley leads to unequally privileged privacy treatment for
digital relative to nondigital data.3 25 While physical objects
located on an arrestee's person may be searched subject to an
incident search, the digital version of that same data would be
protected. It is true that this unfairly disadvantages the arrestee
who keeps incriminating evidence on her person in physical form.
But as Justice Alito acknowledged, it is difficult to envision an
easy workaround to this problem. 26 Furthermore, it is unlikely
that this disparity will lead to changes in a criminal's strategy; to
the extent that criminals utilize digital data to support criminal
activity, they likely have numerous other, stronger, reasons
(increased efficiency, improved communication) for doing so. At
bottom, the qualitative and quantitative distinctiveness of digital
data justifies the privacy protections afforded by the Court in
Riley.

D. THE COURT'S DECISION DOES NOT ADVERSELY AFFECT LAW
ENFORCEMENT

The Riley opinion struck the right balance between privacy
and law enforcement interests in the digital age. Although the
opinion noted that "[p]rivacy comes at a cost," the cost to law
enforcement under this ruling is not substantial. 327 As the Court
accurately pointed out, the Chimel factors are not implicated by
the contents of cell phones, and there are various tools at an
officer's disposal to ensure that evidence in a cell phone is not

324. Riley v. California, 134 S. Ct. 2473, 2490 (2014).

325. Id. at 2497 (Alito, J., concurring in part and in judgment).
326. See id.

327. Id. at 2493 (majority opinion).
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lost.

Importantly, Riley does not foreclose on an officer's ability to
access information from a cell phone. Rather, Riley simply
requires a warrant prior to accessing that information from the
phone.32 Through the methods described in the opinion (Faraday
bags and turning the cell phone off), the risk that evidence will be
removed from a phone is minimal. And to the extent that
exigency scenarios occur, this opinion unambiguously provides for
officers to search the phone's contents.

Additionally, this ruling will be easily incorporated in the
field due to its categorical nature. Riley will likely encourage law
enforcement agencies and police departments to develop protocols
for quickly obtaining a warrant and to invest in the products that
prevent remote wiping and encryption. While this may present
an initial hurdle to police agencies, the cost to law enforcement
will be minimal compared to the privacy protections it will
provide.

E. REINFORCING THE CHIMEL ANALYSIS AND CLARIFYING GANT

The Court analyzed the search of digital data using the
Chimel factors. Prior to the publication of this holding, legal
scholars were unsure whether the Chimel factors represented the
totality of the analysis or if Gant's evidence-gathering rationale
would be expanded outside the vehicle context.329 But the Court
appears to put to rest any confusion about the role of the Gant
evidence-gathering rationale going forward.

In its brief in Riley, the United States requested that the
Court adopt the Gant evidence-gathering rationale in the cell
phone context when officers reasonably believe the cell phone
contains evidence related to the crime of arrest. 33 0 Had this
standard, or even a modified version of it, been incorporated into
cell phone searches, it would likely have led to questions about
incorporating the evidence-gathering rationale to searches
beyond cell phones. The Court reiterated that the unique nature
of vehicle searches justifies the Gant analysis, thereby limiting
the exception to the vehicle context. It is likely that this decision

328. Riley v. California, 134 S. Ct. 2473, 2493 (2014).
329. See Singh, supra note 129, at 1778.
330. Brief for the United States at 47, Riley v. California, 134 S. Ct. 2473 (2014)

(No. 13-132), 2014 WL 828012, at *47.
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will provide guidance to courts addressing incident searches in all
contexts, as it indicates that Chimel is the proper analysis.

Meanwhile, the other holding from Gant, that incident
searches cannot occur after an arrestee is secure, appears to be
strengthened by dicta in Riley.33 1 In determining when an
arrestee is secure, Gant stated that Chimel rationales would be in
play if the arrestee had a "real possibility of access" to his
vehicle.332 Courts have come to varying conclusions about when
this real possibility of access exists.333

Riley potentially clears up some of that confusion, at least in
the cell phone context. When describing the threat of data
destruction resulting from remote wiping and encryption, Chief
Justice Roberts wrote that it was not clear whether an incident
search of the digital contents of the phone would solve the
problem. He wrote: "The need to effect the arrest, secure the
scene, and tend to other pressing matters means that law
enforcement officers may well not be able to turn their attention
to a cell phone right away."3 34 This statement appears to suggest
that an incident search should only occur up until the point that
the arrestee is secure. Presumably, if it could be otherwise, then
the officer could arrest the arrestee, ensure the scene is calm, and
then turn to the task of preserving the evidence on the cell phone.
But the opinion suggests a contrary reading of incident search
protocol, one in line with Gant's requirement that the arrestee
not be secure to justify an incident search. By not specifically
authorizing a cell phone search after securing the arrestee, Riley
appears to implicitly suggest that an incident search is not
available after the arrestee is secure.

VI. CONCLUSION

The Court's ruling in Riley will lead to both immediate and
long-term positive outcomes. The immediate outcome is that cell
phone owners will not need to fear whether law enforcement can

331. Riley v. California, 134 S. Ct. 2473, 2487 (2014).

332. Arizona v. Gant, 556 U.S. 332, 343 n.4 (2009).

333. See United States v. Shakir, 616 F.3d 315, 320-21 (3d Cir. 2010) (holding that
real possibility of access occurs when an arrestee is in the vicinity of the place of
arrest, even if he is handcuffed); see also Anthony M. Ruiz, Note, Defining Gant's
Reach: The Search Incident to Arrest Doctrine After Arizona. v. Gant, 89 N.Y.U. L.
REV. 337, 347-50 (2014).

334. Riley, 134 S. Ct. at 2487.
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access the vast amount of information they may be traveling with
upon arrest. This decision was clearly correct because neither the
concerns for officer safety nor the need for evidence preservation
existed to provide justification for such a search. But, perhaps,
the long-term effect of Riley will prove most important. By first
distinguishing between physical and digital data and then
creating different analyses based on these differences, the Court
has signaled a willingness to view digital data in the unique light
that it deserves. The holding in Riley will likely help courts avoid
anachronistic analyses of technology and will guide them in
creating thoughtful, realistic, and useful solutions to future
problems.

H. Rick Yelton
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